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Abstract 
Software maintenance projects have certain features that make them different from other engineering ones. These include 
increased complexity and higher project failure rates. To increase the chances of software projects to be successful, it is 
necessary to identify its risks and monitoring them. Different risks are present in the whole project, even before and after 
it. In fact, effective risk management is a critical issue in software projects. In this line, this research proposes the use of a 
framework based on IEEE 1074. This will help practitioners to control risks factors in software maintenance projects. 
© 2012 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of 
CENTERIS/HCIST. 
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1. Introduction 
Enterprise Systems are tools that support the business activities. These help adopter companies to develop 
new products, services, projects and strategic programs, improving their efficiency and operational flexibility, 
and obtaining a better internal and external integration. Even, enterprise systems support them to gain or 
maintain competitive advantages over competitors [1]. In this way, these applications have to be effective [2]. 
That is, enterprise systems, business strategy and infrastructure have to be completely aligned [3]. If this fails, 
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they will have more damaging consequences. Therefore, the software maintenance is a critical issue, because 
if it is not fit, the system will soon not be useful.  
As indicated in [4], the nature of IS/IT projects creates many risks that must be managed diligently. A 
study carried out by Standish Group International consultancy shows that only 32% of the IS/IT projects in 
2009 can be considered successful [5]. This means that they finished on time, within budget and the final 
result satisfied the needed requirements [6]. To avoid unexpected results, the professionals have to proactively 
manage the risks in software maintenance projects [4, 7, 8]. 
In this way, firstly, practitioners should identify the risks in their projects [9]. However, little efforts have 
been done for studying risks in software maintenance projects. Hence, this paper provides a framework on 
risks in software maintenance projects. 
2. Software maintenance 
Software maintenance is a critical issue in the life-cycle of enterprise systems applications. Software 
maintenance projects are developed for fixing bugs, improving performance or other attributes or adapting 
them within a changing environment.  
In this line, the software maintenance literature brings together several software maintenance 
classifications. The one most used recognizes three categories [10]: 
• Corrective maintenance category. Activities to correct software design failures, software code failures and 
implementation failure. These corrections are needed because applications would not otherwise perform 
adequately. 
• Adaptive maintenance category. Activities to apply adaptation to the new environment states and user 
requirements.  
• Perfective maintenance category. Activities to enhance performance, cost effectiveness, efficiency and 
maintainability. The practitioners thereby try to improve the initial application. 
These categories do not cover all the activities to maintain software. New categories have been thus added 
to previous classifications: 
• Preventive maintenance category [11]. Activities to anticipate and discover potential problems. With this 
mind, cyclical inspections are carried out. These tasks reduce the risk of serious bugs and the consequences 
are minimized. 
• User support category [12]. Activities to respond to the users’ requests and their continuous training needs. 
These tasks help the users’ community because they reduce the software user’s aversion risk and program 
misuse. 
However, success in software maintenance projects is not guaranteed. Failures in software maintenance 
have played a role in many high-profile disasters. In some cases, these failures lead undesired consequences. 
If the adopter firm fails to perform software maintenance, the system will not perform well. The enterprise 
systems will not fulfill initial expectations. Moreover, daily business activities may be hindered. The IS/IT 
projects might even become a failure that severely impacts company stability. Therefore, software 
maintenance is critical to the success of enterprise systems adoption. 
Despite the serious consequences arise from wrong software maintenance, little effort to monitor the risks 
in them has been made in literature. According to this, the authors have created a framework of risks in 
software maintenance projects. In fact, the risks taxonomies created for software development projects are not 
entirely valid for software maintenance. So, is necessary to create a new risks framework. This is the direction 
of our proposal. 
3. Research method 
Different risks could affect the whole software maintenance project. The risks lists for software 
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development are not completely fit to software maintenance because the above frameworks are very general 
and do not take into account the features of software maintenance projects. Therefore, it is necessary to create 
a specific risks classification for maintaining software. With this in mind, the authors followed the activities 
indicated in Fig. 1. 
Fig. 1. Activities followed in the creation of software maintenance risks framework.
Similar studies have used a variety of methodologies to identify risks. A critical literature review is a 
widely-used methodology. In activity 1, the authors found papers about IS/IT projects, which identify and/or 
classify risk factors. To do so, they consulted through databases such as IEEE-Xplore, ScienceDirect 
databases, among others.  
Altogether 17 papers [13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29] were found in the 
search. Many risks are identified by several papers. So, the authors checked the risks factors removing 
duplicates. The risks included in the preliminary list were renamed and adapted to the study’s scope. 
However, the preliminary list had not been validated. So, the authors consulted five software maintenance 
experts. The optimal number of experts depends on the characteristics of the study itself. We can, however, 
say that the greater the heterogeneity of the group, the fewer is the number of experts recommended, five 
being a good size [30]. The main selection criterion considered was recognized knowledge in the research 
topic and an absence of conflicts of interest.  
The experts checked the preliminary list and added further risks. Thus, the authors obtained the final list of 
software maintenance risks. Later, these elements were categorized. This consists of grouping the risks 
identified according to their characteristics. The dimensions have been often fixed depending on the factor 
that causes the risks. Notwithstanding, it is also important to know what the risks affect.  
To do so, the risks identified were brought together according to the activities on which each factor 
impact. Theirs result allows to understand better the situation and to take action on every risk group.  
Once completed, the authors obtained the framework of risks. Specifically, the experts classified the risks, 
according to the IEEE standard 1074 [31]. This standard defines the process for governing software projects 
development and maintenance. The experts specifically identify the risks within this activity in our 
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framework. When all experts accepted it, the authors obtained the framework of software maintenance risks. 
4. Findings 
In this research, the authors decided to develop a framework of software maintenance risks. This is 
presented in Table 1. It contains 34 risks classified according to the maintenance phase that they influence. 
Implement problem reporting method is the phase that contains the highest numbers of factors.  
Table 1. Framework of risks in software maintenance projects. 
Phase ID Risk 
Identify 
software 
improvements 
needs 
A1 Be short of detailed of plan of the IS/IT. 
A2 Insufficient expertise. 
A3 Insufficient/inappropriate staffing. 
A4 Inadequate measures, assessment tools, and simulations tools. 
A5 Changing scope/objectives. 
A6 Continuing stream of requirement changes 
A7 Misunderstanding the requirements. 
A8 No explicit definition about the standard of product quality. 
A9 The management ability of the project manager.
A10 Miscommunications or conflicting requirements. 
A11 Evaluation of performance requirements. 
A12 Failure to manage end user expectations. 
A13 Ignore the matching of the technique and function. 
Implement 
problem 
reporting 
method 
B1 Adding unnecessary characteristics.
B2 Be short of detailed of plan of the IS/IT project.
B3 Cannot locate or effectively manage external software development.
B4 Conflict between user departments.
B5 Inadequate plans or procedures.
B6 Information asymmetry.
B7 Insufficient expertise.
B8 Lack of top management commitment to the project.
B9 Managing project complexity.
B10 No cooperation between departments.
B11 No explicit object of the IS/IT project.
B12 Poor configuration control. 
B13 Poor implementation of safety measures.
B14 The limitation of the existing technique.
B15 Wrong IS/IT project size estimates.
Reapply SPLCP 
(Software 
Project Life 
Cycle) 
C1 Evaluation of performance requirements.
C2 Managing IS/IT project complexity.
C3 Misunderstanding the requirements.
C4 Not explicit definition about the standard of product quality.
C5 Cannot meet milestone due to management and organizational difficulties.
C6 Poor implementation of safety measures.
5. Conclusions 
Despite numerous failures that occur in the software maintenance projects, little efforts have been done for 
supporting the risks control in them. Usually, the studies on software project risks are focused on the 
development stage. This is due to customers requirements have to be satisfied. However, a proper risk 
management of software maintenance projects requires specific control tools and methodologies. With this in 
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mind, the authors have created a risk framework based on IEEE 1074. Looking to the future, the next step 
should be the assessment and prioritization of the risks identified. 
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